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The value of each index node is set SKE:Enc(pwkj ; vj )
generated with the key K wdum k

. Meanwhile, we also need
to enlarge VL to 2� 2l . The remaining 2� 2l � n positions
are padded with dumk .

2) Adding a new keyword. We have extracted all different
keywords from the original files before constructing the
secure index. When a new file is added, the file might
contain a new keyword except the original keywords.
In this case, we need to add the new keyword to the
keyword set and update the secure index. We assume
the added file is FN +1 and the new keyword is wn+1 .
Obviously, wn+1 only appears in FN +1 . So we know that
w(n+1);1 = ::: = w(n+1);N = 0 and w(n+1)(N +1) = 1.
We can generate K wn+1  H (wn+1 ) and � j  P(j ),
and update the global update number V = V + 1. The
cloud server updates the value of the (n + 1)-th linked
list (the above generated) with SKE:Enc(w (n+1)j ; vj )
using the key K wn+1 , and also updates the (n + 1) -th
verification node in the verification list with AATSn+1 =

f (� (wn+1 )) + f (V ) +
bP

t=1
� N +1 M (N +1)t .

We give a simple example with 3 keywords and 3 files to
show the detailed structure with padding and with adding a
new keyword in Fig.17. There are 2l +1 row lists in ST and
2l +1 nodes in VL. As shown in Fig.17, 3 row lists are padded
with the real values and 2l +1 � 3 row lists are padded with
dummy values in ST. As same as ST, 3 nodes are padded with
real values and 2l +1 � 3 nodes are padded with dummy values
in VL. When a new file containing a new keyword is added,
the cloud server replaces the values of nodes in the 3-th row
list of ST with the add token, and updates the value of the
3-th node in VL.

Fig. 17: The secure index with padding dummy values and
adding a new keyword

VIII. CONCLUSION

In this paper, we explore realizing keyword search over
dynamic encrypted cloud data with symmetric-key based veri-
fication. In order to support the efficient verification of dynam-
ic data, we design a novel Accumulative Authentication Tag
(AAT) based on symmetric-key cryptography to generate an
accumulative authentication tag for each keyword. Moreover,
a new secure index based on the orthogonal list and the single

linked list is designed to improve the updated efficiency. The
security analysis and the performance evaluation show that the
proposed scheme is secure and efficient.
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